SECURITY TIPS & TRICKS

BOOST YOUR
ONLINE BUSINESS
AND MAKE THE
MOST OF THIS
PEAK SEASON.

everywhere you want to be




TRICK

Remember that more
customers during peak
season means more chances
for fraud and cyber-attacks.
Fraudsters are gearing up this
season. Be ready with Visa’'s
security tips.

VISA
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AUTHENTICATE
ACCURATELY

Proactively deploy and optimize EMV based
authentication solutions, including 3D Secure,
VCAS, Tokenization and Secure Remote
Commerce, to provide your customers seamless,
secure and speedy payment solutions.

Verify by phone

We have sent a text
message to your
registered mobile phone
number ending in *125

Enter Verification Code
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Resend Code




\P #2

ADJUST g -
YOURRRULES /a2

Tune-up your autenthication/ ‘
authorization systems and fraud

RACEELITE BIKE

$200

[
prevention rules to surgically decline
high-risk transactions and achieve low g
false positive ratios of 3:1or better. \\

VISA



TIP #3

STAY ALERT

Enroll consumers in your
purchase alert service to grow
their confidence and empower
them to quickly identify
unrecognized transactions.

VISA

Bank
Verify unusual activity on debit
card ending1234. Open the
mobile app to verify this activity

Close Open




DISSECT
DECLINES

Monitor transactions, especially decline
reason codes, to identify anomalous activity,
including to quickly mitigate fraud and
enumeration attacks. Check if valid
transactions are being declined and fine tune
your authorizations process accordingly.

VISA

DECLINED
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VISAIS HERETOHELP YOU

Contact Visa to learn more about our Security Solutions
and how we can help you deliver secure and convenient
shopping experiences that will keep your customers happy.

Visa Security Tips & Tricks were provided by Eduardo Perez, Chief Risk Officer, Visa Latin America & Caribbean

Limitation of Liability. The information, recommendations or “best practices” contained herein are provided "AS IS" and intended for informational purposes only and should not be relied upon for business, operational, marketing, financial, legal, technical, tax or other advice. When
implementing any new strategy or practice, you should consult with your legal counsel to determine what laws and regulations may apply to your specific circumstances. The actual costs, savings and benefits of any recommendations, programs or “best practices” may vary based upon your
specific business needs and program requirements. By their nature, recommendations are not guarantees of future performance or results and are subject to risks, uncertainties and assumptions that are difficult to predict or quantify. Assumptions were made by us in light of our experience
and our perceptions of historical trends, current conditions and expected future developments and other factors that we believe are appropriate under the circumstance. Recommendations are subject to risks and uncertainties, which may cause actual and future results and trends to differ

materially from the assumptions or recommendations. Visa is not responsible for your use of the information contained herein (including errors, omissions, inaccuracy or non-timeliness of any kind) or any assumptions or conclusions you might draw from its use. Visa makes no warranty,
express or implied, and explicitly disclaims the warranties of merchantability and fitness for a particular purpose, any warranty of non-infringement of any third party's intellectual property rights, any warranty that the information will meet the requirements of a client, or any warranty that

theinformation is updated and will be error free. To the extent permitted by applicable law, Visa shall not be liable to a client or any third party for any damages under any theory of law, including, without limitation, any special, consequential, incidental or punitive damages, nor any damages
for loss of business profits, business interruption, loss of business information, or other monetary loss, even if advised of the possibility of such damages.



https://usa.visa.com/partner-with-us/visa-security/visa-intelligent-security.html



